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Information in business is an important item that is very useful in the decision-making process. Information in organizations in the current era of information technology is collected, processed, and stored in different ways and formats and their retrieval is based on the needs of the organization at that time. Sharing of information is through channels that ensure that data and information is protected as well as the user. The increasing knowledge of information technology among many people has led to the rise of cyberbullying and organization employees in the network can suffer from this effect of not protected. Several organizations have suffered hacking and loss of data or exposure of private data such as the customer credit information because of the weakness of the security employed in the information system. Governments have not been spared either in the hacking. In this case, we are going to look at how adobe experienced a breach of data security, the effects, and the recovery attempts. 
Data breach refers to the exposure of sensitive, confidential, and protected information to an unauthorized person. The exposure can be through negligence and failure to protect the information from unauthorized access. There are several ways through which data breaching can happen. These are malicious and accidental insiders who access data from a computer of another person in the organization (Kaspersky, 2020). Although the person has legitimate rights to access the data, the intent of accessing the data can be to cause harm to the owner of the data or the company. Other cases are loss of unencrypted devices and malicious outsiders such as hackers who can take over the whole system if the security is not strong enough to withstand external. Data breach exposes important information about the organization and can be used to defraud the organization of the finances. Mobile devices are also sources of the spread of unauthorized access because they can install phishing software that can give access to the organization's data.

[bookmark: _GoBack]In 2013, Adobe suffered a massive attack on its system, and customer payment information was stolen. The report of the attack indicated that the attackers were financially oriented because they took the payment information of the 2.9 million customers and stole the source code of three software of the company (Higgins, 2013). The motive of most cybercrime activities is usually to find a way of making quick money and Adobe was a victim of such an attack. Lack of a proper explanation of how the attack was executed raised suspicious questions that the company might have been involved in or was too negligent to protect the customer data. The attack was interpreted as an intention to use the stolen data for fraud purposes through the cashing of the customer credit cards. The source code of the company software stolen might be used to develop and sell other software or execute further attacks.
Towards the end of 2019, Adobe still suffered a vulnerability which this time round was internal negligence because the exposed information was accessible by the public without the need for a password or any authentication (Khandelwal, 2019). Adobe Creative Cloud gives customers access to software such as Photoshop, Premiere Pro, Illustrator, and Lightroom. This software is used for creative work on desktops and mobiles. Impotent subscriber information that was exposed through the insecure portal was the creation date of the account, email address, time since the last log in, the nationality, user identification, subscription, and payment status. The relationship of the user with the company, whether or not it is an employee, was also exposed. Although the attack did not expose the valuable payment t information of the subscribers of the company service, it was a sufficient threat for future attacks.
The exposure of information by Adobe to the public in an unauthorized manner might 


have exposed valuable information such as email addresses. Spam messages may be sent to the email that had been exposed in the unconfigured database that exposed it to the internet. Exposure of customers is not only a great risk to the customer but also the company especially those that are employees in the company. Exposed enol addresses can be an avenue through which cyber tracks can be carried out.
Effects of a data breach by Adobe 
The cost of managing a data breach is very high. Adobe company was sued by the owners of the data that was exposed because it was a breach of a form of contract or negligence by the company. Adobe was sued by fifteen states and was required to pay for compensation for damages of exposing their data. The fifteen million dollars was to be divided among fifteen states that had Syed the company (Huffman, 2016). The company experienced a lot of legal issues due to data breach that happens in a way that was not clear whether it was an internal or external person who entered the company premises and carried out the theft. This suspicious occurrence of the breach raised concerns on the reliability of the company with personal data.
The data security breach at Adobe excised about 7.5 million customers. Even though the company shared the security update with the coatomers about the breach of data, it may have been pointless because customers trust the company to provide security to their data without compromise (Djudjic, 2019). It was the failure of Adobe not to have sufficient measures of protecting customer data understanding that data breach is not always from external sources but can be from internal malicious radicals who intentionally want to hurt the company or another individual. 
Lessons and remedy to the data breach

Data breach such as in the case of Adobe presents a case in which we can draw a few lessons about the nature of threats in the information technology about data and data integrity.  One lesson that can be learned from the data breach is that it can happen to all and with varying intensities. The breach in Adobe company had so much impact considering that the attackers did not only gain access to customer data but also went away with the source code of the company software. This is a great threat because the attackers can use the source code to develop a means of attacking the company.
Most data breaches occur at a time when they are less expected and when everyone is either relaxed abut the security or are engaged in other activities. It is good to train employees about the vulnerability and complying with the data privacy and compliance management. Using the VCM tool to analyse the strength and weakness of the system is a good practice that can give practical results of the vulnerability for data breaching and the strengths of the system (Cipher, 2020). It is also a good practice to perform regular audit of the security system to understand its position in the trends in technology and reliability. Avoiding reliance on antivirus is another practice that will ensure protection from data breaching because breaches focus on the endpoints that are usually protected using antivirus. Incorporating passwords and antivirus on endpoints such as desktops and laptops will enhance security from data breaching.
Data breaching can be solved through the use of technology. Technological applications in data management can work well for the Adobe company considering that it is involved in the application of technological innovation by trading with creative software such as Photoshop. One way that will work well in protecting the company data against unauthorized access is storing data in a centralized system and designing access levels so that only one 

administrator can edit but other users can only view and query without editing. Access to the company source codes can also be assigned to one person.
Data breaching begins at the access of the system holding the data. For an organization to ensure data is protected against breaching, there have to be ways of preventing unauthorised access to the data an information. Controlling access to the system is through a number of ways that include creating stronger passwords that are known by the system administrator (Graham, 2017). Passwords can be changed on a regular basis where each member of the staff changes to any character combination that the system accepts. When passwords are changed on unpredictable frequency, chances of unauthorised access are removed. Checking of suspicious emails is also another practice that ensures avoidance of opening viruses. Emails wit attachments should be scanned first before opening to ascertain the safety of the attachments. 
Conclusion
Data protection in an organization is always the priority when setting up an information system. Despite the measures attempted to ensure the safety of client data, there are occasions when e data security is compromised and the data may be revealed. Causes of breach of data that are originating from within the organization are a result of disregard to work ethics. The reduction of these cases begins with setting an example of good leadership before assigning strictly defined duties to different levels of employees and paying attention to the protection of client data. Exposure of customer data can attract huge legal fines that can cause big losses and lowered the reputation of an organization. It is therefore important that the organization invests in data protection to avoid necessary lawsuits and loss of data.
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